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The total number of breaches affecting residents: 20,892
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached | Breached Breached
2024-1 2-Jan-24 Winchester Savings Bank Banks & Credit Unions 16 No No No No Yes
Rockland Trust C - Rockland
2024-2 2-Jan-24 ockiand frus ;)/Irzpany ocxiand, Banks & Credit Unions 1 No No Yes No No
A i E T | Rel
2024-3 | 2-Jan-24 merican Express Trave| Related Retail 1 No No No No Yes
Services Company, Inc
2024-4 2-Jan-24 Massachusetts Dep.artment of State Government 1 Yes No No No No
Transportation
2024-5 2-Jan-24 UniBank for Savings Banks & Credit Unions 3 No No Yes Yes No
2024-6 2-Jan-24 Centennial Bank Banks & Credit Unions 7 No No Yes No No
2024-7 | 3-Jan-24 Bank of America Banks & Credit Unions 1 Yes No Yes Yes Yes
Plumbers & Fitters Local Union 295
2024-8 | 3-Jan-24 | | omoers & Iters tocal Fnion Other 3 Yes No No No No
Health & Welfare Fund
Housing Authority of the County of
2024-9 | 4-Jan-24 San Other 9 Yes No No No No
Bernardino
2024-10 | 4-Jan-24 | Jackson National Insurance Company Insurance Company 1 No No Yes No No
2024-11 | 4-Jan-24 Brigham and Womens Hospital Health Care 1 No Yes No No No
2024-12 | 4-Jan-24 CINQ CARE Inc. Health Care 1 Yes No Yes No No
2024-13 | 4-Jan-24 Cintra Software & Services, Inc. Technology 2 Yes No No No No
2024-14 | 5-Jan-24 Rhoades Levy Law Group P.C. Other 3 Yes No No No No
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The total number of breaches affecting residents: 20,892
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached | Breached Breached
2024-15 | 5-Jan-24 Buckley King LPA Other 343 Yes Yes Yes Yes No
2024-16 | 5-Jan-24 Cooper Aerobics Enterprises, Inc Health Care 269 Yes Yes Yes No Yes
2024-17 | 5-Jan-24 Quaker Window Products Co. Manufacturing 4 Yes No No No No
2024-18 | 5-Jan-24 TD Bank N.A. Banks & Credit Unions 2 Yes No Yes No Yes
= il Servi
2024-19 | 5-Jan-24 Toyota Financial Services inancial Services 109 No No Yes No No
Company
2024-20 | 5-Jan-24 Fincantieri Marine Group, LLC Manufacturing 10 Yes Yes No No No
Woodsville Guarant
2024-21 | 5-Jan-24 . i Banks & Credit Unions 263 Yes No Yes No No
Savings Bank

2024-22 | 5-Jan-24 Gold Medal Bakery Other 7 Yes No Yes No No
2024-23 | 5-Jan-24 Equitrans Midstream Corporation Other 1 Yes No No No No
2024-24 | 5-Jan-24 Musick, Peeler Garrett LLP Other 1 Yes No No No No
2024-25 | 5-Jan-24 BJs Wholesale Club, Inc. Retail 5 Yes Yes No No No
2024-26 | 5-Jan-24 Medjet and Medjet Assist Other 11 Yes No No No No
2024-27 | 5-Jan-24 Watertown Savings Bank Banks & Credit Unions 1 No No No No Yes
2024-28 | 5-Jan-24 Watertown Savings Bank Banks & Credit Unions 8 No No No No Yes
2024-29 | 5-Jan-24 Watertown Savings Bank Banks & Credit Unions 1 No No No No Yes
2024-30 | 8-Jan-24 Amerlcan. Express Travel Related Retail 6 No No No No Yes

Services Company, Inc.

A i E T | Rel

2024-31 | 8-Jan-24 merican Express Travel Related Retail 2 No No No No Yes

Services Company, Inc.




COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation

501 Boylston 5t Ste. 5100 Boston, MA 02116
(617)973-8787
WwWw._mass gov/oca

MAURA HEALEY YVONNE HAO
GOVERNOR SECRETARY OF ECONOMIC
DEVELOPMENT
KIMBERLEY DRISCOLL
LIEUTENANT GOVERNOR .
Data Breach Notification Report %ﬁ;é%&gggﬁ?
The total number of breaches affecting residents: 20,892
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached | Breached Breached
2024-32 | 8-Jan-24 Butte School District Educational 3 Yes No Yes No No
2024-33 | 8-Jan-24 Attronica Computers, Inc. Technology 1 Yes No No No No
2024-34 | 8-Jan-24 Tax & Business Solutions, CPA & Co., Financial Services 5 Yes No Ves No No
LLC Company
2024-35 | 9-Jan-24 Rosies Place Not-For-Profit 522 Yes No Yes Yes No
The Chronicle of Higher Educati
2024-36 | 9-Jan-24 e ~hronicie Olnclg er kducation, Other 1 No No Yes No No
2024-37 | 9-Jan-24 Villager Construction Inc. Other 3 Yes No Yes Yes No
2024-38 | 9-Jan-24 Athletic Trainer System Educational 4 Yes Yes No No No
Psychological Holdings, PLLC and
2024-39 | 9-Jan-24 SYEIS oglc.a OiCINgS an Health Care 11 Yes Yes No No No
Senior PsychCare
Fi ial Servi
2024-40 | 9-Jan-24 Capital Formation Group, Inc. inanciat >services 111 Yes Yes Yes Yes No
Company
Fi ial Servi
2024-41 | 9-Jan-24 One Stop Financial Services inancial Services 4 Yes No No No No
Company
2024-42 | 10-Jan-24 TBM Consulting Group, Inc. Commercial 1 Yes No No Yes No
Ameri E T | Related
2024-43 | 10-Jan-24 IR SRR Ll i e Retail 3 No No No No Yes
Services Company, Inc.
2024-44 | 10-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-45 | 10-Jan-24 Montgomery County, Ohio Governent 1 Yes No No No No
2024-46 | 10-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
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The total number of breaches affecting residents: 20,892
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached | Breached Breached
2024-47 | 10-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
= I Servi
2024-48 | 10-Jan-24 Raymond James Financial inanciat >services 1 No No Yes No No
Company
2024-49 | 10-Jan-24 Salem Five Cents Savings Bank Banks & Credit Unions 9 No No No No Yes
Indigo Sky Casi dR tand
2024-50 | 10-Jan-24 | NC'8C>KYLasinoandresortan Hospitality Industry 1 Yes Yes No Yes No
Outpost Casino
2024-51 | 10-Jan-24 | Engle Printing & Publishing Co., Inc. Manufacturing 1 Yes No No No No
2024-52 | 10-Jan-24 Massachusetts Dep.artment of State Government 1 Yes No No No No
Transportation
2024-53 | 10-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-54 | 10-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-55 | 10-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
= 1 Servi
2024-56 | 10-Jan-24 Premium Mortgage Corporation inanciat >ervices 34 Yes No Yes No Yes
Company
2024-57 | 10-Jan-24 Marvel Consultants, Inc. Other 10 Yes No No No No
2024-58 | 11-Jan-24 Way Finders Inc. Not-For-Profit 9 Yes No No Yes No
Ameri E T | Related
2024-59 | 11-Jan-24 IR SRR Ll i e Retail 436 No No No No Yes
Services Company, Inc.
2024-60 | 11-Jan-24 Cape Cod Five Banks & Credit Unions 2 No No Yes No No
2024-61 | 11-Jan-24 Music Institute of Chicago Not-For-Profit 3 Yes No No No No
2024-62 | 11-Jan-24 Vector Other 2 Yes No No No No
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The total number of breaches affecting residents: 20,892
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached | Breached Breached
5024-63 | 11-1an-24 Arrowhead ReglorTaI Computing Financial Services 48 Yes No No No No
Consortium Company
2024-64 | 11-Jan-24 The Village Bank Banks & Credit Unions 2 No No No No Yes
Financial Services
2024-65 | 11-Jan-24 Jennings Road Management Corp. 1 Yes No No Yes No
Company
2024-66 | 11-Jan-24 Golf & Ski Warehouse, Inc. Retail 24 Yes No No No No
2024-67 | 11-Jan-24 American Meat Companies Other 2 No No No Yes No
2024-68 | 11-Jan-24 Alpha Supported Living Services Not-For-Profit 1 Yes No No No No
= 2l Servi
2024-69 | 12-Jan-24 Ameriprise Financial, Inc. inancial Services 1 Yes No Yes No No
Company
2024-70 | 12-Jan-24 Carnegie Mellon University Educational 370 Yes No No No No
2024-71 | 12-Jan-24 The Village Bank Banks & Credit Unions 1 No No No No Yes
2024-72 | 12-Jan-24 Nautic Partners, LLC Financial Services 526 Yes Yes No Yes No
Company
Rocky Mountain Uni ity of Health
2024-73 | 12-Jan-24 | oY Mountain Lniversity ot Hea Educational 17 Yes Yes No Yes No
Professions
Southeastern Oth dic Specialists,
2024-74 | 12-Jan-24 | >OUTheastem F?é’ae IC opecialists Medical 7 No Yes No No No
2024-75 | 12-Jan-24 UKG Other 14 Yes No Yes No No
2024-76 | 12-Jan-24 APT Foundation, Inc. Health Care 1 Yes No No No No
2024-77 | 12-Jan-24 McClean Hospital Health Care 1 No Yes No No No
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The total number of breaches affecting residents: 20,892
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached | Breached Breached
2024-78 | 12-Jan-24 Hair Club for Men, Ltd., Inc Other 6 Yes Yes Yes Yes No
2024-79 | 12-Jan-24 Singing River Health System Health Care 117 Yes Yes No No No
H ton-N tN C it
2024-80 | 14-Jan-24 | omPrONTNEWPOTE HEWS Fommunity Health Care 13 Yes Yes No Yes No
Services Board
Fi ial Servi
2024-81 | 15-Jan-24 Academy Mortgage Corporation inancial Services 5,354 Yes No No No No
Company
2024-82 | 15-Jan-24 | CAMICO Mutual Insurance Company Insurance Company 1 Yes Yes No Yes No
= ol -
2024-83 | 15-Jan-24 TD Bank N.A inancial Services 2 Yes Yes No No Yes
Company
Fi ial Servi
2024-84 | 16-Jan-24 Unitransfer USA, Inc. inanciat services 2,828 Yes No No Yes No
Company
2024-85 | 16-Jan-24 Sharonview Federal Credit Union Banks & Credit Unions 7 Yes No No No No
2024-86 | 16-Jan-24 Seymour Midwest Commercial 1 Yes No No No No
2024-87 | 16-Jan-24 Devon Bank Banks & Credit Unions 1 Yes No No No No
2024-88 | 16-Jan-24 City of Wilton Manors Local Government 2 Yes No No No No
2024-89 | 17-Jan-24 Rockland Trust Company Banks & Credit Unions 1 No No Yes No No
2024-90 | 17-Jan-24 Rockland Trust Company Banks & Credit Unions 1 No No Yes No No
2024-91 | 17-Jan-24 Salem Five Cents Savings Bank Banks & Credit Unions 16 No No No No Yes
2024-92 | 17-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
N ical A iat fN
2024-93 | 17-Jan-24 eurosurglcajersss:;ua es orew Health Care 37 Yes Yes Yes No No
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The total number of breaches affecting residents: 20,892
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached | Breached Breached
2024-94 | 17-Jan-24 easternbank
2024-95 | 17-Jan-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes
2024-96 | 17-Jan-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes
2024-97 | 17-Jan-24 St Marys Credit Union Banks & Credit Unions 2 No No No No Yes
2024-98 | 17-Jan-24 Oak View Group Other 1,737 Yes No No No No
= ol -
2024-99 | 17-Jan-24 Arden Claims Service LLC inancial Services 59 Yes No No No No
Company
2024-100( 18-Jan-24 Walker, Inc. Health Care 827 Yes Yes No No No
2024-101( 18-Jan-24 | Metropolitan Area Planning Council Local Government 285 Yes No No Yes No
2024-102( 18-Jan-24 The Village Bank Banks & Credit Unions 8 No No No No Yes
= ol -
2024-103| 18-Jan-24 ELO CPAs & Advisors inancial Services 4 Yes No Yes No No
Company
2024-104( 18-Jan-24 Rohtstein Corp. Manufacturing 33 Yes No No No No
2024-105( 18-Jan-24 The Professional Alternative Technology 37 Yes No No No No
Fi ial Servi
2024-106( 18-Jan-24 Wells Fargo Bank, N.A inanciat >ervices 1 No Yes No No No
Company
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The total number of breaches affecting residents: 20,892
Breach Date Reporting MA SSN Medical Financial Drivers | Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached | Breached Breached
2024-107( 18-Jan-24 Savers Bank Banks & Credit Unions 7 No No No No Yes
2024-108| 18-Jan-24 Postmeds, Inc. Health Care 7 Yes No No No No
2024-109( 18-Jan-24 Savers Bank Banks & Credit Unions 17 No No No No Yes
2024-110( 18-Jan-24 Ascendum Machinery, Inc. Retail 3 Yes No No No No
2024-111( 18-Jan-24 Bry-Air, Inc. Manufacturing 1 Yes No No No No
2024-112( 18-Jan-24 Umpqua Community College Educational 8 Yes No No No No
Fi ial Servi
2024-113| 18-Jan-24 Fora Financial LLC nancial Services 44 Yes No No No No
Company
2024-114( 19-Jan-24 Bottega Veneta Inc. Retail 1 No No No No Yes
2024-115( 19-Jan-24 The Wladis Law Firm Other 9 Yes No Yes Yes No
2024-116( 19-Jan-24 Ashford, Inc. Hospitality Industry 844 Yes No No No No
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The total number of breaches affecting residents: 20,892
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached | Breached Breached
2024-117| 19-Jan-24 Foundation Building Materials, LLC Other 319 Yes Yes Yes Yes Yes
Fi ial Servi
2024-118| 19-Jan-24 First Mid Bancshares nanciat services 5 Yes No Yes No No
Company
2024-119( 19-Jan-24 Aria Care Partners Health Care 14 Yes No No No No
National Right to Work Legal Def
2024-120| 19-Jan-24 | o-onalFient to Tork tegaterense Not-For-Profit 1 Yes No No No No
and Education Foundation, Inc.,
2024-121( 22-Jan-24 WealthVest Marketing, Inc. Other 1 Yes No No No No
2024-122( 22-Jan-24 The Village Bank Banks & Credit Unions 1 No No Yes No No
2024-123( 22-Jan-24 Drazin & Warshaw Other 1 Yes No No No No
2024-124( 22-Jan-24 South Shore Bank Banks & Credit Unions 1 Yes No No No No
2024-125( 22-Jan-24 Zephyr Ventilation Manufacturing 20 No No No No Yes
2024-126( 22-Jan-24 Koki Holdings America Manufacturing 3 Yes No No No No
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The total number of breaches affecting residents: 20,892
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached | Breached Breached

Fi ial Servi
2024-127( 22-Jan-24 Enterprise Bank & Trust Company inancial Services 855 No No Yes No No

Company
2024-128| 22-Jan-24 AHS Management Company, Inc. Health Care 3 Yes Yes Yes Yes No
2024-129( 23-Jan-24 Rockland Trust Company Banks & Credit Unions 1 No No Yes No No
2024-130( 23-Jan-24 Columbus Life Insurance Company Insurance Company 117 Yes No No No No
2024-131| 23-Jan-24 Lafayette Life Insurance Company Insurance Company 1 Yes No No No No
2024-132| 23-Jan-24 First Financial Security, Inc. Insurance Company 1129 Yes No No No No
2024-133( 23-Jan-24 The Village Bank Banks & Credit Unions 11 No No Yes No No
2024-134] 23-1an-24 Hutchlso‘n Soede'r LLC doing busm'ess Financial Services 5 Yes No Yes Yes No

as Hutchison Whitehead Tax Services Company
2024-135( 23-Jan-24 Full Circle Electronics US LLC Other 2 Yes No No No No
2024-136| 23-Jan-24 Latham Centers, Inc. Health Care 89 Yes No No No No
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The total number of breaches affecting residents: 20,892
Breach Date Reporting MA SSN Medical Financial Drivers | Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached | Breached Breached
Des Moines Orthopaedic Surgeons,
2024-137| 23-Jan-24 p Cp : Health Care 1 Yes Yes No Yes Yes
Financial Services
2024-138| 23-Jan-24 Above Lending 1 No No Yes No No
Company
2024-139( 23-Jan-24 Kahua, Inc. Technology 1 Yes No No No No
Fi ial Servi
2024-140| 24-Jan-24 Lee Bank nanciat services 1 No No Yes No No
Company
2024-141( 24-Jan-24 National Womens Law Center Not-for-profit 1 Yes No Yes No No
Fi ial Servi
2024-142| 24-Jan-24 Lee Bank nanciat services 1 No No Yes No No
Company
2024-143|( 24-Jan-24 Gerber Life Insurance Co. Insurance Company 27 Yes No No No No
2024-144( 24-Jan-24 Coastal Hospice & Palliative Care Health Care 3 Yes Yes No No No
2024-145( 24-Jan-24 SAVERS BANK Other 2 No No No No Yes
2024-146| 24-Jan-24 Rachas, Inc. and Chuze Fitness Entertainment 2 Yes No No No No
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The total number of breaches affecting residents: 20,892
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached | Breached Breached
2024-147| 24-Jan-24 Greylock McKinnon Associates Other 2 Yes No No No No
2024-148| 24-Jan-24 PHASTAR, Inc. Commercial 8 Yes No Yes No No
2024-149( 24-Jan-24 United States Medical Supply Health Care 3 No Yes No No No
5024-150| 24-1an-24 Navigition'Fin?ncia'l Advi'so'l:s, Inc. Financial Services c Yes No Yes Yes No
(“Navigation Financial”) Company
2024-151( 24-Jan-24 Covanta Holding Corporation Other 1 Yes No No No No
Financial Services
2024-152| 24-Jan-24 Lee Bank 1 No No Yes No No
Company
CR Ph Services, Inc. and
2024-153| 24-Jan-24 I RIS, i el Health Care 10 Yes Yes Yes Yes Yes
CarePro Services
Marian Village Corporation, and/
2024-154( 25-Jan-24 Marywood Nursing Care Center Health Care 2 No No No No No
("Marywood")
2024-155( 25-Jan-24 Bake N Joy Foods, Inc. Retail 2,445 No No No No Yes
Fi ial Servi
2024-156| 25-Jan-24 M&T Bank nanciat services 161 Yes Yes No No No
Company
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached | Breached Breached
Fi ial Servi
2024-157| 25-Jan-24 Froneberger & Leviloff Inancial Services 1 Yes No No No No
Company
Curtai Il Desi dcC Iting,
2024-158| 25-Jan-24 | —oremwa es;ﬁ: and -onsuiting Other 4 Yes No No Yes No
Fi ial Servi
2024-159| 25-Jan-24 Mutual One Bank nancial services 1 No No No No Yes
Company
Fi ial Servi
2024-160| 25-Jan-24 Mutual One Bank nanciat services 1 No No No No Yes
Company
2024-161| 25-Jan-24 Michael Allen Company Health Care 2 Yes No No No No
2024-162| 25-Jan-24 GC Services Commercial 11 Yes No No No No
2024-163| 26-Jan-24 Village of Skokie Local Government 3 Yes No Yes No No




